44

° Special Report (W ALO|H| 213 CHS

Afolt] HEISALE 9]
CIxIY EA| EESH

AE ZA; AL AR guAe] 2gEo] U=
tlo[elE 3date] ofw] gk A #AE Ff”‘?}
I HF ] ©Aet FAE Fohlle A3tpAL 7S
wrght AbolH] FellA] Mget W9 %01]
W 0] Tz} AR e o] B4 mjHjolgt =3t

%ol AARe| EAfsts Bl = A
2)7F Yot ZZelle vlolH o] 3 97t Sl

93 glon tAd A9 olgto] 242 F04

O
R
i
e
L
bt
2
>
S
-
rr
=

3Q1 YA lofH

4, 97 5ol Hlol A} 45, ol
HE2 Q3 Ao R FASHS M T
A% 2237 flas ARA S5t e

Ak} o] a7whY) olo} B Mol»}
5!

ofN

e

e

4 5¢ w2 UgL 9 AR} &
BN A

¢

|
5
>
rr
o,
N
i)
bl
1)
s
H
r o)
i
i
A
=
fo
Fd
N

TTA JOURNAL

=~ =

ok
=5
= oF

-
¢

tAd 5719 57154 9
A= 75l ik & EP} 2007'A% E1 2009
TTASA 2= om[3][4] Hol= MAE A}
25T A Feo] a7 ARES wrgek Tlol=gt
A7 77t LﬂE =2 Jﬂﬂ% Aelate AaHE 14

E.Lxﬂ E%E} %%é *‘J%EL, 1509} IECOM =
k= YRE FA tigt 7tol=ekel9) siAF

Al (Incident response) th-s 52| ol HaE
=

VoL 186



ek olofl YA A FopoM= AHIY BE
(de facto standard)®] FE= Harsh= BA7F b
g, vl= S HREE7EATFANIST)oA St
= EA(]: SP, Special Publication)t} A|A| == 1
HE(ofl: CFTT, Computer Forensics Tool Testing
Program)©] thiz#o|t},

oo} Zo] TAIY RN AL FAof| A o] ¥

= UFEE B2F Yok, "gAE S7 el =
ARREY] 9], Bate] thgt 718 F& 220
Ao s T ¢ Qe HHE x3ts)

71&A 0 2 AHoJst= FUFES[5)6]0] ) o] =

&
tlo  ofm

=)
O
o
>.
fu
In)
[z
o
E
o
e
A;
N
N,
o
R
T R
)
u
N

83 uf @ol ’\}%ﬂtﬂ ﬂﬂ’é(checksum)iﬂ- 3A]
g, 2ela Fe] 94d(Chain of Custody) £-9]

oL
z
)
oN
n@
4 8
¥
T
o,

il
2Rk @A) 7 Wol 2ol= E“)ﬂ% EWF(Expert
Witness Compression Format)[10/g}aL & 4= 3o
™, EnCase?] E01, Ex010|t} FTKS] SMART= &
T EWFE 7|9k 2 7gEglcy 352402 ol
3 Z2: QRIS HlolE aehs B3 }51 R

Ko7 FH37] 93 CybOX(Cyber Observable
eXpression)7} 7HL= Ak

CybOXi= @A STIX 2.0[11]e]l FH=I% 2 Apo]
H Z7toA] e RE oMlEY OIS 123}
ste] E A A3 sfiAle] skl 8t
L AR 33 Aot} STIXE Al2HolU HESA

rok
o,
2
)
au
t
_?{_14
i‘
et
do
gL
=
o
k)
E
o,

ol 6 el ol el 4 )
oA ThEIAE HelelE ol Aefshs FAt Bl
wheh 28 P mot o sfele] waton 2

e ‘“4°ﬂ 0 s 1»@1@ > Sl

O
e 2 eRAe Glole] S5 7 Ho| aoia olot st mey
\ |
-742, 80f -84 3ol - RAOA (S B
SR Rz, 23 Mol . Qb2 AlsH 24 0|C|0f « CSV HEH T|O|H 2%
-BYY U (LEF) + OAIZ], S22, 724 + SQLite YEH COJE £
- TTA, KS, DFXML, CybOX AR o Y= 20 . STIX 718t 37 915

[ 1] CIXE ZHA ZAE 9

rP.L'

S8 B xj2| 74 BEQ M2IX 7Y

2019 NOVEMBER + DECEMBER

45



46

cole] e U 474

CNEEEREEE

Hlole] 244

) HAIE HIE § . ~ 0[ojz| o g 2z
{ A28 HRE { (mage_SSD.EO1) - . Th 2497]
>

- H|Z AR DESK -TE|MES: 3

- 2&! DESK2019 - IFQUA|AEL: NTFS

- S/N: B567890 - 3iAIZE: Hi(SHA256) ! ;
. J ) HASH Y

B ( (mail.eml) )
Zaff b
v ' - IR/ 4013
( \ LTRSS e

4 sSD } e | -As.uES

- HZAL KO . .

- 29 5SD100

~S/N: A12345 17 ) 24| 2M T 2447|

- OIE{H|O| A: SATA

- 83:250GB CAz om

) 0/0/7] B &5
Jamy [ 2Mm
(attachment.jpg) || (| (attachment.pdf) |)
\
Hloe] s - 21|, YAt -2 A2
o - 2| - UL, QI LA]
Ful/sw -2 S -4, 7195 5

[ 2] C|x|E A =AM CIOJE 7L 2 MEl= 2FE(l: TS i)

3. OAE 23X ZALS Q17 53 JE A

o] TF2 YA|g ZalA] ZAfoA] AFEEE AR
£ FFsp7] Slal e Ao, AtolH $13 A
H 35 5 AHENE 28R 4% ¢ 9a
EEAQ AR w3 9 FHE YT 5+ ok 2
A Atol] HQHE: ZAStAI = glom, Ayste o

2 % gk (0% 1 2ol % 352 sl 9o
o, 15 0] o ARE Rolehe] BT 7
DEFENR] HlaE B3] AHUIIS P
o} 2% Hole FRUR AN BREE 44
1, 917, #A4, A 9%, B35 2090 4

3+

TTA JOURNAL

[ 219 eflAleh 2k WA SaE AR
2HE golg 25 Ault 22 EolE o835t
N2 SOt ARSAL e ol A 7153t
HAH do[elE F5H A5 ofn|A] shdelA]
Fo2 o] 7hs st A AFE SiA
shal, 57 whele] 25 EMTo M A &
At Abgre] 23], ElolEle] nlE sfidste] AR
o AAIE vt £ Qe HEE =S (9 2)

Hel ERE 4

hyiXel

3
1A

d

oX,

VoL 186



5 { 15 1
6 m"id"™: "Personl”. 16 mid": "Person2".
7 "type™: "peoplem. 17 "type™: "peoplem
8 "traceObjm: { 18 "traceObjm: {
9 "Name™: "L{ZY", 19 "Name™: "LIOJA}",
10 "Contact™: "010-1234-5678"7. 20 "Contact™: "010-8765-4321".
11 "Email™: "employdemail.com™. 21 "Email”™: "executivedemail.com",
12 "Source™: "Source b" 22 "Source™: "Sourceb"
13 ¥ 23 ¥
14 Ta 24 ¥
128
129
130
131
132
133
134
135
136 "StartTime™: "2019-03-22T12:33:12+09:00"-
137 "EndTime": "2019-03-22T12:33:13+09:00"
138 }a
139 D«
140 "Message™: "O|H|Q WD HACLIC, YEEHO|2| 22U HY HS0| LW HFLICH "
141 Ia
142 <
143 "Application™: "Message"-
144 "ChatType™: "Outgoing”
145 Ta
e G
147 "Source™:
148 ¥
149 1 \
47 "id": "Source2”.
48 "type™: "file",
49 "trace0bjm: {
50 "FileName™: "mmssms.db".
51 "FilePath™: "/data/com.android.providers.telephony/databases/mmssms.db",
52 "ByteRuns™: "[{offset=503808- len=8192}1"
53 b
54 Ta
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